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SecurLogin

—Your Strong Authentication Solution for Cloud

App management and
maintenance become
complex and difficult

Users create weak
passwords frequently \

Multiple users
shares an account
& password

Staff leaks —/

account & password

N\ Servers and hardware token
cost is high

SecurLogin solves all these challenges for you!

Strong Authentication Cloud Services Unified Management
Reduce risks caused by weak password Easy-used Cloud service and Unified platform for effective
and the cost of maintenance & equipments simple deployment & central management

SecurLogin - Strong Authentication

SecurlLogin offers real time Second Factor Authentication (2FA) service on the Cloud to strengthen enterprise user login process.
There is no need for enterprises to purchase any equipment. SecurLogin client app is required for some SecurLogin supported
authentication methods, so enterprise staff needs to download and install it to support desired authentication methods.
i-Sprint’s strong authentication solutions are deployed to over 200 banks, and it provides enterprise reliable and leading strong
authentications.

e Strong Authentication Methods

OTP via SMS Push messages via app OTP generated by app
or Email built-in token built-in token
Scanning codes Telephone voice Biometrics

using app notification Authentications
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e Smart Authentication (Contextual Authentication): e Combination Authentication: To improve the
Auto adjusts the authentication level according to multiple security and conveniences of authentication by
factors, e.g. user accounts, habits, locations combining user action and biometrics features

Exception
Policy

Period
Policy

(ol - A =

Time A N 4 Q (l’.\)
U App — 4\\ \ g

period Period Account Ll l[. \_d L~ =

Face Voice Fingerprint Iris

Location Unusual

Exception Operation Biometrics Features

Sy Location Smart Behaviour
e Authentication
Allowed Exception &E ) L 4 .
Area Path Activity Pressing Hand-writing
Area Keyboard

Tertitory Action Features
Occupation Relationship

User Account
Interests Relationship

Operation Privileges
Habit Relationship

SecurLogin - Unified Management

SecurlLogin contains powerful unified management platform which can support multiple authentication methods to provide
comprehensive identity authentication solution for enterprise information mobilization.

Various Management Functions e Enterprise Self-control e Big Data Analysis

® Apply unified management aqd No. Supported Authentication Methods
strong authentication for multiple

app systems by creating apps in 1 | Radius Client, Juniper VPN, Fortigate VPN | SecurLogin Token (Push and OTP),
SecurlLogin system. | and CISCO ACS SMS OTP, MAIL OTP

® Data-backup secures SMS OTP, MAIL OTP, S Login Tok
enterprise data. . . ' - SECUrLogin foken
P 2. App System Integration (APl and Plug-in) (Push and OTP), Telephone call, Biometrics
e Enterprise/ Individual user can (Face & Fingerprint etc)

manage the 2FA authentication

methods of apps by accessing Microsoft A SecurLogin Token (Push and OTP),
. pps (Email OWA, Office365)

Cloud service portal. SMS OTP, MAIL OTP

4. Cloud App (Google App, DropBox , etc) gtﬁﬂcgréﬁglr;\ﬂTXﬁeg_l(_Eush and QTP),

Web App (JIRA, Confluence, Jenkins, SecurLogin Token (Push and OTP),
tikiwviki) SMS OTP, MAIL OTP
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